SecOps

as a Force for Good




#whoaml

Dim

- ambiance appreciator

- tired video gamer

- husband

- Quality Assurance Engineer
- ex traveler

- cat parent

- volunteer




Operation Safe Escape

OPERATION
SAFE ESCAPE safeescape.org

- nonprofit organisation that helps people impacted by domestic
violence, stalking, and harassment

- consults survivors on securing their physical and digital assets’ posture
- supports them in planning a safe escape away from their abusers and
building and living a safe life after that

- my role: OSINT and ProtectiveOps analyst




Words Matter

- survivor # victim
victim: what was done in a moment in time
survivor: a person that endures, hopes, moves forward, recovers

- legal # ethical or safe
legal can still pose a risk and/or create harm

- abuse # physical violence
abuse is about power and control, not just physical harm




Forms of Abuse

- Physical abuse

- Sexual abuse

- Economic control

- Coercion

- Emotional / Psychological / Social Isolation
- Stalking / Harassment

- Tech / Cyber abuse

M Physical

B Psychological / Coercion
M Sexual

M Economic

W Stalking / Cyber

(approx. %)

Sources:

- National Coalition Against Domestic Violence

- Centers for Disease Control and Prevention

- (US) National Network to End Domestic Violence



Security Assessment

OSINT & Privacy Exposure Review Property & loT Assessment

- Identify Data Broker & People-Search Exposure - Identify Smart Device Ownership & Control

- Audit Social Media & Metadata Exposure - Assess Network & Shared Access Security

- Review Public Records & Institutional Exposure - Detect Unauthorized Surveillance Devices
Account Security Computer, Mobile device & Browser

- Audit Shared & Compromised Accounts Assessment

- Secure Authentication & Account Recovery - Identify Remote Access & Persistence Mechanisms
- Identify Hidden Access Through Syncing & - Review Cloud Syncing

Sharing - Detect Mobile Surveillance & Stalkerware

- Audit Location Exposure
- Verify Device Security & Ownership




OSINT & Digital footprint assessment

Too many personal details openly and legally available Protective actions:
online:
Current & Previous addresses
Phone numbers
Relatives and (ex-)spouses
Property ownership
Court records
Voter registration records
Financial & Commercial Data
Professional licensing databases

Data Broker Removal

Address Confidentiality Programs
Court Record Sealing

Reduce Institutional Exposure

Be Careful With Forwarding Addresses




OSINT & Digital footprint assessment

Social media exposure:




Stalkerware

Spouseware / Parental tracking

How To Track My Wife’s Phone Location
& oyexRvers @ October3,2022 0 Commens

2By Alex Rivera

I

MSPY FEATURES  SOLUTIONS

Are you looking for a way to keep tabs on your wife’s wheres

The Best Phone
Tracker

for Parental Control

#1 CHOICE IN GREECE*

Cheating by the numbers.

If it’s designed to run covertly, it’s
stalkerware.

Use Kaspersky’s Tinycheck to catch unwanted
traffic from your device.

Get screenshots or recordings of the stalkerware
operating on your device. Use another device to
do so.

Factory reset your device.

Use a dumbphone.

Run malware detector.



Safe Houses & Shelter Consulting

Shelter

- Aiming for Confidentiality

Less secretive and can often be community supported

- Structured

Typically run by organisations or government programs

- Support-Service Focused

Provides housing alongside services like counseling, legal
assistance & child support

Safe House

- Aiming for Concealment

Locations are often undisclosed and intentionally difficult to
identify

- Designed for High-Risk Situations

Protecting survivors facing stalking, lethal threats, trafficking
- Controlled Operations

Movement and communication are tightly restricted

Real question: “Will | be safe in this place?”



Other Orgs Fighting Abuse, Trafficking & Exploitation

our
RESCUE
ourrescue.org Preventing and intervening against

//Q a2l.org human trafficking and child exploitation

Disrupting online child exploitation and
supporting law enforcement agencies
involved in child exploitation
investigations

theartemisalliance.org

tracelabs.org Organising OSINT CTFs with the aim to
find the traces of real missing people




SecOps as a Force for Good

Thank you
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