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Why are we here?

• E: I think I should have a hardware hacking talk at 
Bridgefest, so I can feel good about myself for the 
money I spend

• G: Congrats, your talk was submitted

• S: TALK APPROVED

I also wanted to find the time to play more with them :)
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DISCLAIMER

• This presentation is designed for 
educational and informational 
purposes only. The demonstrations 
and examples provided are intended to 
showcase the devices’ functionalities 
and potential applications in a 
controlled and lawful manner.

• Use only your own hardware and 
networks.

• Misusing any device can lead to 
serious legal consequences.

• All situations described are purely 
hypothetical and probably generated 
by some sort of AI.
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The Hacker's Toolbox
(some of them)
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What is Radio?
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SDR vs HDR

• Software Defined Radio - uses software modules and processors operating on a hardware 
platform to digitally recreate radio signal transmissions and receptions.

• Hardware Defined Radio - Antennas, dials and knobs, receivers, and the like, that transmit 
and receive signals via radio waves.
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HackRF
A software-defined radio (SDR) that can 
transmit and receive signals from 1 MHz 
to 6 GHz.
Key Features:

• Open-source hardware
• Supports signal analysis and 

transmission
• Operates on USB power

Use Cases:
• Wireless signal reverse 

engineering
• GSM, LTE, Bluetooth, satellite 

signals
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Aircraft Tracking
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HackRF

BRIDGEFEST II Video from @Securiosity



Flipper Zero

• Portable

• Multi-use

• Open Source

• Extensible

• Dolphin
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Car Keyfob Replay

Beware!! 
Newer cars have rolling codes / 
changing frequency.
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Bluetooth Spam 
Attacks

Works for Android & iOS

BRIDGEFEST IIVideo from @Securiosity
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RFID FIELD DETECTOR

• Usage: Access Control Reconnaissance

• Detects and displays the presence of Low 
Frequency (125KHz) and High Frequency 
(13.56MHz) fields.

• Doesn’t tell you exact which card technology
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The device requires no batteries. When in 
the presence of an RFID field, an LED 
indicates the frequency of the field.
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Chameleon

• Key-chain sized, fully open-
sourced device

• Low and high-frequency 
emulation, full read & write 
capabilities
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LOW & HIGH 
FREQUENCY 
EMULATION
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Proxmark3
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Relay Attacks !



Honorable Mentions
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MININO RUBBER DUCKY ICOPY XS WIFI PINEAPPLE



Thank you
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SAT 31.05.25
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